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1. Controls
1.1 Documentation

	Initially Prepared By:
	

	Proposed By:
	

	Approved By:
	

	To Be Implemented & Managed By:
	

	Document Location:
	


1.2 Version
	Version
	Date
	Updates Made By
	Updates Made

	1.0
	7/9/2014
	
	Creation of document

	
	
	
	

	
	
	
	


2. Purpose

The purpose of the Access Authorization Policy and Procedure document is to outline the process and procedures for adding, changing, and deleting users from the <INSERT APPLICATION NAME HERE>.
3. Signature Authority for <Insert Application Name Here> 
<Provide a list of staff with authority to approve the creation, modification or deletion of an application account.  Include their name, role, and authority over the account process>
	Name
	OUHSC Role
	Authority Granted

	i.e., John Doe
	Clinic Business Administrator
	Approve creation of accounts 

	i.e., Jane Doe
	Clinic Manager
	Approve termination of accounts

	
	
	


4. Policy

· To ensure vulnerabilities are adequately addressed, the operating system, or environment for all information system resources must undergo a regular vulnerability assessment.
· The frequency of these vulnerability assessments will be dependent on the operating system or environment, the resource classification and the data classification.

· <INSERT APPLICATION NAME HERE> has been classified with a <INSERT Category Rating HERE> rating.  See Appendix A.

5. Procedure

5.1 Responsible Party
	Role
	Responsibility

	Information Security Services
	· Periodically assess system vulnerabilities to verify compliance with process

	Information System Resource Owner
	· Review and modify the Vulnerability Management Process Template to meet organizational unit needs

· Understand and comply with the Vulnerability Management Policy and Standard

· Review regularly scheduled vulnerability assessment reports

· Verify the success/failure of patch installation

· Manually install patches when necessary

· Approve installation of patches for systems managed by the organizational unit

· Communicate technical incidents related to patch installation/vulnerability remediation to Information Technology (IT)


5.2 Patch Management Procedures
<Identify who will sign up to receive alerts from software vendors, including Microsoft, when updates are made available>

<Identify how the system will be checked for needed patches>
<Identify the frequency for how often a check for patches will occur>

<Identify how quickly patches will be installed to the system>

5.2 Incident Reporting Procedures 
Users must report security incidents to the IT Service Desk or Information Security Services.  
IT Service Desk can be reached at (405) 271-2203.

Information Security Services can be reached at (405)271-2476.
6. Appendix

Appendix A:  Resource Identification and Classification

Table 1: Resource Identification & Classification Table

	
	Category A

High Risk


	Category B

Medium Risk
	Category C

Low Risk

	Description
	Data which is legally regulated and associated IS to protect its confidentiality, integrity and availability such as:

HIPAA

PCI

FERPA  

Data or IS that would provide access to confidential information; 

IS designated as “High Risk”.
	Data and associated IS, used in the conduct of  university business, unless categorized as Category C or Category A;

Data which the IS Owner and/or University executive leadership have determined not to publish or make public; 

Data protected by contractual obligations

All public-facing IS (IS exposed to the Internet).
	Data for which there is no expectation for privacy or confidentiality

Data the University has made available or published for the explicit use of the general public.



	Confidentiality
	Scope of access
Intended access by as few as possible and based on least privilege.

Disclosure requirements:

May not be disclosed outside those allowed to know.
	Scope of access 

Intended access by those with a need to know.

Disclosure requirements

Requires 

permission of IS 

Owner to disclose it. 


	Scope of access

Intended for public 

access

Disclosure requirements

May be freely 

disclosed without 

permission 



	Business Impact
	Seriously impairs the functioning of the university or results in material financial or legal loss.


	Significantly impairs the functioning of the 

University or results in significant financial or legal loss. 


	Negligible or no operational, financial or legal loss to OU. 



	Examples
	Refer to the Information System and Data Classification Standard for examples
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